
Security Report for metaalwinkelonline

Failed Scans

Status Group Scan Name Scan Details Actions

fail Patch API ACL API ACL - Failed.API ACL Patch not detected

(APPSEC-1378)

Apply the Magento 2.0.4

Security Update immediately.

Review your site for signs of

compromise. Find more

information about Security

Best Practices.
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Unidentified Results

Status Group Scan Name Scan Details Actions

unknown Vulnerability Cloud-Specific

Security Check

[INFO]: Applicable to Adobe Cloud 'Production'

instance only.

unknown Other Two factor

authentication

Can't determine if your server uses 2FA.
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Successful Scans

Status Group Scan Name Scan Details Actions

pass Compromise BotNet Suspect Your domain has not been noticed in BotNet

activities.

pass Compromise Compromise

Injection

Your installation has not been compromised with

known injected JavaScript malware. (214)

pass Vulnerability Abuse

Protection

Abuse Protection - Passed.(1)

pass Vulnerability Brute Force All Brute Force checks passed.Your installation

does not expose any common Brute Force URLs.

pass Patch Information

Leakage

Information Leakage - Passed.(3)

pass Vulnerability JS Libraries Outdated JS Libraries - Passed.(2)

pass Vulnerability Base /pub/ Your Web server is configured to run Magento from

%MAGENTO_ROOT%/pub

pass Patch RCE

Vulnerability

No known RCE Vulnerability found (200)

pass Vulnerability Unprotected XML Your installation's configuration files are

protected.

pass Vulnerability Vulnerable

Extensions

Vulnerable Extensions - Not found

pass Patch XS

Vulnerability

XS Vulnerability - Passed.(3)

pass Vulnerability SSL Basic Your server uses a valid SSL certificate and SSL

chain certificate.

pass Vulnerability SSL Frontend All secure URL checks passed. Your installation

uses SSL for secure URLs.

pass Vulnerability Full Time SSL Your installation appears to redirect all

unsecured traffic to HTTPS.

pass Vulnerability SSL TLS Your server does not support TLSv1.0.

pass Vulnerability Unprotected VCS Your VCS folder is protected/.git/config

/.hg/requires

/.svn/entries

pass Compromise Visbot Malware 'Visbot' malware was not detected on your

installation.


